COUNTY OF MILWAUKEE
Department of Health and Human Services
INTER-OFFICE COMMUNICATION

DATE: October 24, 2011

TO: Supervisor James “Luigi” Schmidt, Chairman, Intergovernmental Relations
Committee

FROM: Geri Lyday, Interim Director, Department of Health and Human Services
(Prepared by Eric Meaux, Administrator/ Chief Intake Officer — DCSD)

SUBJECT: informational Report from the Interim Director of Health and Human Services
regarding 2011 Senate Bill 173: proposed legislation relating to the disclosure
of electronic juvenile court records to law enforcement agencies, use of such
disclosed information and providing a penalty for misuse of the disclosed
information.

Issue

Senate Bill 173 has been introduced to allow for the disclosure of electronic juvenile court
records to law enforcement. The intergovernmental Relations Committee has requested that
the Department provide input that would provide guidance relative to the proposed
legislation.

Background

The impetus behind SB 173 appears to center around the basic following statement/ problem
and solution: More timely and reliable availability of status information of juvenile court
involved youth will improve community safety and the well-being of our youth. And, allowing
the director of state courts the ability to share certain information contained within the
Consolidated Court Automation Programs (CCAP) would be the most effective means and
result in the greatest benefit.

The proposed means by which such a disclosure would occur involves allowing the director of
state courts to use the Consolidated Court Automation Programs (CCAP), to facilitate the
transfer of “to be determined information” to a law enforcement agency for the purpose of
investigating alleged criminal or delinquent activity. The director of state courts would
determine the type of information to be transferred.

Discussion
In responding to this question and more importantly to provide some guidance to the County

Board, it is important to understand that there are potentially two main legally sanctioned
record sources for the availability of this information to a law enforcement agency.
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First, the County or Department {Department of Corrections) may provide relevant information
through case records on a case-by-case basis under certain rules of confidentiality or by way of
an agreement for routine sharing of information’, generally in the form of an interagency
agreement.

Second, a law enforcement agency may request to view juvenile court record information
under certain unique circumstances or by order of the court. On both a practical and
functional level, access to the juvenile court record is not practical unless perhaps the
restrictions were removed and the information could be made available electronically in a
secure manner. it is here that the SB 173 looks toward a solution.

It is worth noting here that 2009 Wisconsin Act 338 was enacted to permit the electronic
transfer of certain juvenile court information (CCAP) to the Department of Children and
Families information system {SACWIS) to allow county workers, generally performing child
welfare and juvenile justice services to the court, access to juvenile court information. As of
the writing of this report, this process and functionality has not been completed and the
Division is not optimistic that the information that may be made available will be that desired
for system improvement and efficiency.

Further, CCAP contains only those cases that actually result in a petition being filed and the
ability to identify unique information that local systems may find of benefit in sharing wouid
not be without technological challenges based on the Division’s experience. Despite these
barriers, there is the benefit that this solution would provide for a State-wide access and would
be in likelihood cost neutral to counties.

The statutes and rules pertaining to County and Department records are separate from those
of the juvenile court record (CCAP).

This issue is both equally a question of timely access and best practice. The Office of Justice
Assistance (OJA) published a report in 2005° identifying both the challenges and needs for
improved information sharing. While this report generally focused on the need for improved
sharing of case-specific information among all youth involved agencies, such as: law
enforcement, human service workers, prosecutors, courts, schools, and services providers, it is
instructive, in that the goal is to have a more meaningful and informed response at initial
system contact.

There continues to be a growing body of research that has consistently identified the
complexity of youth delinquency and concluded that collaboration, including that of
responsible and purposeful information sharing among multiple systems is critical for risk
reduction and improved intervention. In other words, to improve community safety and the

"'There exists some differing informal legal opinion regarding the ahility of the case record to be shared on a

“wholesale” basis.
* Wisconsin Office of Justice Assistance, Wisconsin Juvenile Justice Information Sharing Study, 2005,

http://oja.state.wt.us/docview.asp?docid=6690&locid=97
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well-being of our youth.

In the question presented, providing law enforcement with at least basic information for the
purposes of improved decision making in a more efficient manner makes sense,

While not inclusive:

Identification of which youth are under supervision
Basic demographics

Last known address

Assigned worker and contact information
Warrant/ awol information

Unique/ non-standard conditions of supervision

The OJA report identifies two primary principles: Benefit and Privacy as well as secondary
principles that fall within one or both of the primary principles. Effective use and sharing of
information is generally most effective when the exchange of information has mutual benefit,
fulfills the mission and goals of the agencies involved, and involves some type of agreement
among the entities to ensure that usage of the information is consistent with the statutory
intent. In this case, the Juvenile Justice Code. A copy of these principles, Principles for
tnformation-Sharing in Juvenile Justice is attached for reference.

Recommendation {Guidance)

It would appear that the most practical approach at this time that considers and satisfies most
of the benefit and privacy principles would be to remove any legal barriers that would restrict
the ability of the County Probation Department to routinely share information with law
enforcement by some efficient method other than that contained in SB 173. There remains
some ambiguity among the legal community as to whether or not the current statutes
pertaining to the routine sharing, “...providing for the routine disclosure of information...”, s.
938.78(2){b)1m, is allowable under the current statutes. While placing the burden on local
systems to develop more efficient and purposeful means of sharing critical information may
shift the burden from the State to local systems, the overarching benefit is improved multi-
system collaborations recognizing that one system does not have the ability to improve these
complex issues alone. This should not suggest that other State operated information systems
cannot assist in facilitating this information sharing.

In addition, should this committee recommend that a communication or resclution is
appropriate in this matter, it is worth noting that the Division and other entities have
advocated over the years for direct user access to the CCAP juvenile court information by those
staff performing intake functions for the courts to ailow for improved information access
security, accuracy, and efficiencies with the Division. Should such changes in State law not be
deemed feasible then consideration should be given toward expanded user access granted by
the local Clerk of Courts.




Geri Lyday, Interim
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In Juvenile Justice

February, 2006
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Background

One of the most complex issues in the Juvenile Justice system is the challenge of providing
key decision-makers with sufficient, accurate, and timely information that will enable them to
make a proper decision while at the same time balancing the privacy and confidentially rights
and expectations of children and families. This challenge is further complicated by a
multitude of overlapping and sometimes conflicting state and federal regulations and statutes.

At the same time, significant changes in how records are created, stored, and utifized have
occurred over the last decade. For example, both the e-SACWIS and CCAP systems have
been implemented at the state/local level to document child welfare and court related
activities. Law enforcement jurisdictions, the Department of Corrections, the Department of
Public Instruction, local school districts, and many other public and private entities have
developed and maintain electronic files and records on a host of issues that affect children
and families. This advancement in electronic record systems of public and private institutions
provides both an opportunity and a danger to the children and families involved with the

juvenile justice system.

Governor Jim Doyle has asked the Governor's Juvenile Justice Commission to help the
juvenile justice system respond meaningfully at the first contact with a child. In implementing
that directive, the GJJC has focused on the issue of information sharing in hopes that we can
present recommendations for legislative and/or administrative consideration andfor action.
With that overall goal in mind, the Commission endorses the following principles to provide
guidance for future work of the Commission as well as for other policy-makers who may
consider various legislative or policy changes related to information-sharing.

Primary Principles Related to Information Sharing in Juvenile Justice

Consideration of two primary principles or perspectives can help “frame” the dialogue for
decision-makers when considering questions about whether or not to support or authorize
various forms of informaticn-sharing across the many systems and professions that may be
involved in the life of a child, youth or family: (1 ) The Benefit Principle, and (2) The Privacy
Principle. While not necessarily opposite ends of a continuum, it can be helpful in making
decisions about information sharing to understand the importance of balancing these two

over-arching principles.
Principle 1: The Benefit Principle

When relevant information exists that would enable decision-makers in the juvenile
Justice system to make better decisions that are consistent with Statutory intent and
improve the lives of children, vouth, families, and our communities including victims,
that information should be made available in a timely and responsible manner to the

decision-maker(s).
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Discussion: This principle contains several points of interest, including:

¢ The most important goal of sharing information is to better serve children, youth, families,
and our communities. Proposed policy changes must first demonstrate some appreciable
benefit.

o Information is “relevant” depending on the role and types of decision(s) to be made. Who
has access to which systems and which information contained in that system must be
guided by two things: first, understanding the nature of the decisions to be made, and
second, determining the necessity of having access to various types of information in
order fo make good decisions.

¢ ‘“Decision-makers” are the various “actors” in the juvenile justice systern who make
decisions related to children/juveniles and families. This includes law enforcement, intake
and other human service workers, judges, district attorneys, public defenders, school
personnel, and service providers.

¢ The access to and use of information should be consistent with the purpose of the juvenile
justice system as expressed in Chapter 48 {primarily focused on protection of children)
and Chapter 938 (a balanced approach in which there is equal consideration given to
offenders, victims, and the community).

 Information is “timely” if it is available so that decision-makers can act as efficiently as
possible in order to protect the safety of the community and/or the youth. The ability of
decision-makers to access information in a timely way helps ensure that they use their
time efficiently and that children/juveniles, families, victims and other system partners
need not wait needlessly for those decisions Timeliness of access fo information also is
important when key decisions need to be made that are necessary to protect the safety
and welfare of the community and/or the youth/child,

 Information is used "responsibly” when it promotes accuracy of the information,
recognizes the sensitive nature of the information, and helps promote its continued
confidential use through the process.

Principle 2: The Privacy Principle

The privagy rights of individuals must also be a primary consideration in any
discussion of policy andfor practice change. The rights of individual citizens, as
granted by statute, case law, or constitutional right, shouid be specifically analyzed as
part of the consideration of any proposal or policy related to the sharing of personal
information about youth and families across systems in Juvenile Justice,

Discussion: The first “hurdle” any proposed policy change must overcome is whether and to
what extent the change infringes upon, intentionally or otherwise, the expected freedoms and

privacy rights of individuals.
The first level of scrutiny should be to identify the relevant statute, case law or administrative
procedure that governs the potential change. For changes io policies and procedures that are

not covered by specific statute, case law or administrative procedure, the principles in this
document can guide the analysis surrounding untested policies and procedures.
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Secondaty Principles Related to Information Sharing in Juvenile Justice

The following secondary principles to consider can apply to either the Benefit Principle and/or
the Privacy Principle. However, for purposes of guiding the discussion these secondary
principles will be categorized as noted below.

Principle 3: The Impact Principle (Benefit)

The greater impact the decision has on the safety and welfare of the child, juvenile,
family, or community, including victims, and the more urgent the decision , the more
important it is for the decision-maker to have access to relevant information that

exists,

Discussion: This principle recognizes that some decisions in the juvenile justice system have
a greater impact on families than others.

It is those decisions that policy makers should be most attentive to when analyzing
information-sharing policy and procedural changes. In the child welfare system, these
decisions relate to the safety of children, the protection of parental rights and responsibiities,
the placement of children, and conditions of supervision andfor return of children, In the
juvenile justice/delinquency system, these decisions relate to the safety of the juvenile as well
as victims and the community. Those considerations translate into actual physical custody
orders, placement (both long-term and short-term,) and rules of supervision, which dictate
how families must actually act. They are the critical decision points that policy makers should

address most closely.

This principle also recognizes that priority for change in information sharing policy should be
given to decisions that must be made urgently. For example, a decision to remova a child
from his/her home as the resuit of an abuse allegation may have to be made within a very
short time frame (within minutes or a few howrs). Similarly, a law enforcement officer cailed
to a situation involving a serious delinquent allegation will often need to make virtually
instantaneous decisions whether or not to take a youth unknown to them into custody. In
neither situation does the decision-maker have the “luxury of time” to search paper records
the next day to make a fully informed decision.

Principle 4: The Accuracy Principle (Privacy)

Information systems and user fraining should be developed to maximize the accuracy
of information contained in records.

Discussion: Inaccurate information can have a devastating impact on a child/family.

Accurate information assures decision-makers that they are at least making decisions based
on the best information available.

Data and other information systems are only as reliable as the individuals entering the
information, While we can rely on the quality of the professionals entering information, errors
are inevitable and procedures need to be in place within systems ta monitor, audit, and

carrect errors that ocour. Those can include
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Building into information systems a feedback mechanism when erroneous
information is identified by anyone,

- Creating incentives for correcting inaccurate information.

Creating a procedure for the subject of a record to have a record corrected.
Developing an auditing process for each information system to periodically test its

accuracy. :
- Building systems in such a way that errors are limited, e.g. drop down boxes

instead of open fields.

- Training those who input data on the importance of accuracy.

Training those who view information from their own or other systems on the

importance for accuracy and verification of information.

- Training those wha view information from their own or other systems on the
nuances of interpretation of data elements to which they have access.

- Through a Memorandum of Understanding or other machanism, requiring
notification of those agencies which receive information electronically from a
system, of the correction of information in the transmitting system.

As noted above, each information system is typically developed for use by the lead
agency/user and thus contains various types of information that is both familiar to and useful
for that agency. Individuals in that agency often understand the nuances and limitations of
that data, Users from other systems may not be familiar with any of the limitations of the
information contained and/or may not understand how the information is presented, This
could lead to misinterpretations of data elements that could then inadvertently be
incorporated into other agency's records and presumed to be accurate. Therefore,
individuals permitted access to “other” agency systems must be trained on how to access,
view, and interpret the information contained therein.

Principle 5: The Efficiency Principle (Benefif)

While there may be multiple ways for decision-makers to access information and
records, there is some value to the system of permitting “efficient” access.

Discussion: Due to diminishing resources in many public service areas, time spent on
accessing necessary information is increasingly a “burden” on decision-makers.

There may be value in policy changes to get information to decision-makers and service-
providers more quickly and easfly so that they can use their time more efficiently.
Conversely, if the information can already be accessed in atimely and efficient manner, there
is little to be gained by policy changes that may have potential defrimental effects.

More importantly, efficiency can create opportunities for doing things differently, for the
reallocation of time to direct-service opportunities, and for creating new ways for
professionals to collaborate in the best interest of youth, families, and the community. New
patterns of interaction and collaboration may be developed as the result of increased
efficiency in the ability to share relevant information. Since “time is money”, it is possible that
more efficient information-sharing can free up resources that can be better directed to

enhancing services.
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Principle 6: The Secondary Use Principle {Privacy)

In order to betfer ensure the privacy and confidentiality interests of parties (children,
Jjuveniles, families) and to help ensure that information is used in a manner consistent
with statutory intent, the Commission encourages the development of appropriate
inter-agency agreements, memorandums of understanding, or other administrative
practices fo guide the sharing of information among entities.,

Discussion: Agencies or other entities in the juvenile justice system have been and will
always be required to share or want to share information about children, youth and families

with one another.

Statute or administrative rules often require agencies sharing information across systems to
enter into inter-agency agreements and/or memorandums of understanding that guide
practice. These agreements do not guarantee that individuals within the respective systems
will act responsibly. Nevertheless, there is value in developing protocols among entities for

such things as:

- Identification of the information to be shared.
- Amount of information to be shared.
- Requirements for subsequent use of information, such as:

o The manner in which information can be contained in the subsequent users’

systems
o The consents required for sharing and
o The protocols for notification of erroneous Information. {See further

discussion below.)

Training is a critical component of these agreements. While the oiiginal user(s)/creators of
the information may understand the data, subsequent users of the information become
increasingly likely to misunderstand it. Inter-agency agreements can be a useful tool to spell
out what training is required for subsequent users.

In addition, these agreements can have “sunset” clauses which represent a visible and
tangible commitment to the seriousness of sharing information across systems; force
agencies fo re-visit them periodically; and can serve as training tools for staff.

Principle 7; The Confidentiality Principle (Privacy)

Access fo information and/or data contained in one information system that would
otherwise be prohibited from release should not be available unless proper
authorization (via statute or proper release} is obtained.

Discussion: This is one area In which inter-agency agreements of some type may be the
most appropriate as a way to "slow down” the actual sharing of information that might

otherwise be accessible.
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This also would require that for each agency whose records are being shared there must be
a careful review of the data contained therein and proper steps taken to prevent access
where additional authorization is required. Concurrently, individuals both entering and
accessing information need to understand how readily information could be misinterpreted in
areas such as mental health, AODA, or physical health and must be trained to understand
the importance of how data is entered in the system.

For example, eSACWIS contains mental heaith and ACDA history concerning families
receiving child welfare services. That information is covered by HIPPA and other federal
confidentiality laws, A delinquency intake worker in another county may want access to that
record because of deflinquent act by one of the children in the family but nof have a right to
view the mental heaith or AODA information. Simply opening up eSACWIS fo that intake
worker could violate federal law.

Current technology offers ways to help ensure that there are various levels of information
accessible by different types of users. In the development of new systems, agencies should
consider accessibility even down to the data element level. Inter-agency agreements should
specifically address who should have access to information or what process will be used to

make those determinations.
Principle 8: The Perpetuation Principle (Privacy)

Agencies receiving information should establish clear procedures and practices
related to incorporating dated or “second-hand” information into their records on an
on-going basis. These procedures/practices must include proper documentation of
the source of the information and some process to review the information before

subsequent inclusion,

Discussion: Information contained in records can "take on a life of its own”.

Agencies can maintain it or share it even though the reason it was gathered has been
resolved long ago. In addition, information ean become “third or fourth hand.” This tendency
requires procedures within an agency that ensure that the information is correct and/or

update.

It may be appropriate that information be included in the receiving agency's records in some
fashion, but the process of receipt and transmittal of that information should include:

- Proper documentation of the source of the information,
- The purpose for which it was gathered, and
- The time frame in which it was gathered and utilized.

In addition, if information is received from another entity, that information must be reviewad
for appropriateness and applicability.
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Principle 9: The Inclusion Principle (Benefit and Privacy)

Ultimately, the challenge of changing policy in the area of juvenile justice information-
sharing will require a balancing of all of the ahove principles. To do so propetly, policy
makers must solicit input and information from a diverse constituency to ensure
careful consideration of each change.

Discussion: itis important that policy-makers seek input from diverse constituents and
stakeholder groups.

Full consideration of each principle cannot be accomplished without seeking confticting
opinions. Identifying stakeholders and/or those potentially affected by the information-sharing
proposal should be done with the broadest scope possible. For instance, it is common to
identify the "professionals” in the system as the “stakeholders” because any change affects
their ability to perform their particular function. But, often parents, youth, victims, and others
who may not be considered “stakeholders” in the fraditional way will be affected by how

information is shared and used.

Summary

The Commission recognizes that any/all policy changes in the area of information-sharing
represent a balancing of the preceding principles and therefore suggests that policy-makers
consider all of the principles noted above in developing policy and practice changes. The
Governor's Juvenile Justice Commission endorses the idea that no single perspective or a
single principle will be sufficient to make future recommendations to the Governor or others.
Rather, we submit these principles, as a guide that embodies the ultimate principle that

respect for differences is paramount.

Having adopted these principles and in hopes of other entities also adopting these principles,
the Governor's Juvenile Justice Commission will commit to using these principles when
reviewing policies related to information sharing.
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For Information Contact:
Office of Justice Assistance
131 W. Wilson Sireet, Suite 610
Madison, WI 53702
(608)266-3323

OFFICE F JUSTICE ASSISTANCE
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